
HIPAA Compliance 
Checklist.
As a therapist running your own practice, it is crucial to prioritize 
HIPAA compliance to ensure the protection of your patients’ 
confidential information. Achieving full compliance with HIPAA can 
be an extensive process that requires a significant investment of 
time, energy, and financial resources. However, the benefits of 
compliance cannot be overstated.

To help guide you through the process, we’ve prepared a 
comprehensive checklist of items that you should address to 
achieve HIPAA compliance, whether you are setting up shop for the 
first time or conducting a periodic audit of your HIPAA practices. 



Health Insurance Portability and Accountability Act 
of 1996 (HIPAA)

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law 
that required the creation of national standards to protect sensitive patient health 
information from being disclosed without the patient’s consent or knowledge. The US 
Department of Health and Human Services (HHS) issued theHIPAA Privacy Rule to 
implement the requirements of HIPAA. The HIPAA Security Rule protects a subset of 
information covered by the Privacy Rule.

HIPAA Privacy Rule

The Privacy Rule standards address the use and disclosure of individuals’ health 
information (known as protected health information or PHI) by entities subject to the 
Privacy Rule. These individuals and organizations are called “covered entities.”

The Privacy Rule also contains standards for individuals’ rights to understand and control 
how their health information is used. A major goal of the Privacy Rule is to make sure that 
individuals’ health information is properly protected while allowing the flow of health 
information needed to provide and promote high-quality healthcare, and to protect the 
public’s health and well-being. The Privacy Rule permits important uses of information 
while protecting the privacy of people who seek care and healing.

The Best HIPAA Compliant 

Email Services For Therapists

In the past two decades, the internet and social 
media have fundamentally altered therapy. On 
the one hand, patients now have more access to 
knowledge that will help them with their 
treatment. Additionally, thanks to tools like blog 
posts and e-books, therapists now have more 
options to assist their patients.

However, therapists must exercise considerable caution 
while managing their online reputation.

Building a successful healthcare-based business involves 
adherence to the Health Insurance Portability and 
Accountability Act, which protects patients’ sensitive data 
(HIPAA).
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Admistrative Safeguards

Appoint a privacy officer to oversee 
HIPAA compliance.
Appointing a privacy officer is crucial for HIPAA 
compliance. They are responsible for enforcing 
policies and procedures, monitoring compliance, 
and acting as the point of contact for all 
HIPAA-related matters.

Conduct a risk analysis to identify and 
mitigate potential security risks.
Conducting a risk analysis helps identify and 
mitigate potential security risks to protect patient 
confidentiality and ensure HIPAA compliance.

Develop and implement written policies 
and procedures for HIPAA compliance.
These policies and procedures should include 
guidelines for accessing and releasing patient 
information, maintaining the confidentiality of 
patient records, and responding to security 
breaches or violations of HIPAA regulations. By 
creating and implementing clear and 
comprehensive policies and procedures, you can 
establish a culture of HIPAA compliance and 
reduce the risk of data breaches and unauthorized 
disclosures of sensitive information.

Provide HIPAA training to all staff mem-

bers and document their completion of 
training.

Providing HIPAA training to all staff members and 
documenting their completion of training is critical 
for maintaining compliance with HIPAA 
regulations. HIPAA training should cover the 
policies and procedures that staff members need 
to follow to protect patients’ confidential 
information, including the proper handling of 
sensitive data, reporting security breaches, and the 
consequences of non-compliance.

Conduct periodic security evaluations and 
update policies and procedures as 
necessary.
Regularly conducting security evaluations and 
updating policies and procedures as needed is 
essential for ensuring HIPAA compliance and 
protecting the confidentiality of patients’ sensitive 
information. By staying vigilant and proactive, you 
can identify and address potential security risks, and 
ensure that your practice is always up-to-date with 
the latest best practices and regulations. This 
approach can help minimize the risk of data 
breaches and protect the privacy of your patients.

Create a breach notification plan in case of 
a security breach.

Creating a breach notification plan is essential for 
responding quickly and effectively to a security 
breach, minimizing the impact on patients, and 
ensuring compliance with HIPAA regulations. The 
plan should outline the steps to be taken, including 
identifying affected patients, notifying them of the 
breach, and reporting the incident to regulatory 
authorities.

Establish procedures for accessing and 
releasing patient information.

Establishing clear procedures for accessing and 
releasing patient information is crucial for protecting 
patient confidentiality and maintaining HIPAA 
compliance. These procedures should define 
authorized personnel, access and release guidelines, 
and specific circumstances under which patient 
information may be disclosed.

This document is provided for informational purposes only and should not be considered as legal, business, or tax  
advice. It is recommended that individuals seek guidance from their own attorney, business advisor, or tax advisor  
regarding matters referenced in this document.
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In-Person Access To Records
Any paper records must be safeguarded from unau-
thorized access. One way to achieve this is by using a 
lockable take-home file box to store patient notes that 
can be taken home at the end of the day. Additionally, 
it is essential to have locks or other security measures 
in place to protect your office and prevent unwanted 
access to paper records.

Dedicated work computers 
To ensure compliance with HIPAA regulations and 
protect the privacy of your clients’ sensitive 
information, it is important to use separate 
computers for personal and business use when 
storing such data. By doing so, you can reduce the risk 
of unauthorized access and accidental disclosures, 
and demonstrate your commitment to protecting your 
clients’ privacy.

Protected work computers 
Limit access to qualified staff only for any computer 
storing sensitive information to protect client 
confidentiality and ensure HIPAA compliance.

Phyical media management 
Make sure to maintain a record of all physical storage 
devices, such as USB drives and portable hard drives, 
that contain digital files. Limit access to these devices 
and ensure they are properly reformatted or disposed 
of when they are no longer necessary.

Access control
To safeguard your clients’ privacy, manage access to 
login details for both local and cloud-based storage. 
Additionally, establish automatic logoff procedures 
and utilize encryption as necessary.

Integrity control 
Any system utilized to store sensitive information 
such as patient files or notes should be capable of 
documenting and reporting any modifications that are 
made.

Person or entity identification 
To enhance the security of your work computers and 
protect sensitive files, it is recommended that you use 
advanced security tools such as two-factor 
authentication, face or fingerprint scanning, or any 
other appropriate measure that can restrict 
unauthorized access to these systems. These 
measures can greatly reduce the risk of data breaches 
and help ensure that confidential information remains 
secure

Transmission security 
Any system being used to transmit patient informaiton 
should be encrypted. Electronic health record (EFR) 
and payment software MUST be HIPAA compliant.

Technical HIPAA Safeguards Physical Safeguards 

Keep your software updated
Regularly update and patch software and systems to 
address security vulnerabilities.

Use a firewall & other security software
Using firewalls and other security software is essential 
for protecting patient information from unauthorized 
access. These security measures can help prevent 
cyber attacks and data breaches, ensuring that 
sensitive information is only accessible to authorized 
personnel.

Backup protocols
Implement backup and recovery procedures for 
patient data.

Implement procedures for secure  
disposal of paper records and other 
confidential information
These procedures should specify the appropriate 
methods for disposing of sensitive information, such 
as shredding or incineration, and designate 
responsible staff members to oversee the disposal 
process.

Secure & encrypted communications
Use secure methods for data transmission, such as 
encrypted email and file transfers.

This document is provided for informational purposes only and should not be considered as legal, business, or tax 
advice. It is recommended that individuals seek guidance from their own attorney, business advisor, or tax advisor  
regarding matters referenced in this document.
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Obtain written authorization from patients 
before releasing their information.
Obtaining written authorization from patients before 
releasing their information is a fundamental  
requirement for HIPAA compliance. This authorization 
should be obtained before releasing any protected 
health information to third-party entities or for  
purposes not related to treatment, payment, or  
healthcare operations.

Limit access to patient information to only 
those staff members who need it.
This measure helps prevent unauthorized disclosures 
of sensitive information and ensures that patient 
information is only accessed by those who require it 
to perform their job duties.

Provide patients with a Notice of Privacy 
Practices that explains their rights.
Providing patients with a Notice of Privacy Practices 
is a fundamental requirement for HIPAA compliance. 
This document outlines patients’ rights under HIPAA, 
including their right to access their health information, 
request changes to their records, and file complaints if 
they believe their privacy rights have been violated.

Allow patients to access and request 
changes to their own health records.
Allowing patients to access and request changes to 
their own health records is a fundamental requirement 
of HIPAA that empowers patients to take control of 
their healthcare and ensure the accuracy and 
completeness of their health information.

Obtain a Business Associate Agreement 
with any third-party vendors who have 
access to patient data.
Obtaining a Business Associate Agreement with any 
third-party vendors who have access to patient data is 
crucial for HIPAA compliance and protecting patient 
confidentiality.

Maintain a record of all disclosures of 
patient information. 
Maintaining a record of all disclosures of patient  
information is a crucial component of HIPAA  
compliance that helps ensure the privacy and  
security of patient information.

Access develop and implement policies and 
procedures to prevent unauthorized access 
to patient data.
Developing and implementing policies and procedures 
to prevent unauthorized access to patient data is  
essential for maintaining HIPAA compliance and  
protecting patients’ sensitive information from  
unauthorized disclosure or misuse.

Use secure and encrypted methods for 
transmitting patient data.
Using secure and encrypted methods for transmitting 
patient data is a critical step in maintaining HIPAA 
compliance and protecting patient confidentiality. 
This measure helps ensure that sensitive information 
is only accessible to authorized individuals and helps 
prevent unauthorized access or data breaches

Implement technical security measures to 
protect against threats such as malware and 
viruses.
Implementing technical security measures, such as 
antivirus software and firewalls, is essential for 
safeguarding patients’ sensitive information and  
ensuring HIPAA compliance.

Conduct regular risk assessments and 
security evaluations to identify and address 
potential vulnerabilities.
Regularly conducting risk assessments and security 
evaluations is a vital step in maintaining HIPAA  
compliance and protecting patients’ sensitive  
information from unauthorized access, theft, or  
misuse. By identifying and addressing potential  
vulnerabilities proactively, you can help prevent data 
breaches and safeguard the confidentiality and  
privacy of your patients’ health information.

Develop and implement a contingency plan 
in case of a security breach. control
Creating a contingency plan in the event of a security 
breach is crucial for maintaining HIPAA compliance 
and protecting the confidentiality and privacy of  
patients’ sensitive information. The plan should  
outline protocols for identifying, containing, and  
mitigating the effects of a breach, as well as  
procedures for reporting the incident to authorities 
and notifying affected individuals.

Security RulesPrivacy Rules

This document is provided for informational purposes only and should not be considered as legal, business, or tax  
advice. It is recommended that individuals seek guidance from their own attorney, business advisor, or tax advisor  
regarding matters referenced in this document.
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The Belongly Guide To 
Raising Your Rates

Daily Media Opportunities
For Mental Health 
Professionials

More Popular Resources For Therapists

Therapy Intervention 
Words & Phrasing Guide

The Tax Deduction 
Cheatsheet For Therapists

Download Our Superbill 
Template

The Treatment Plan 
Template

Videos & Webinars Worth Watching

WEBINAR: Grow your online course offering 
and social media presence 

WEBINAR: How to build a thriving mental 
health practice.
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Belongly

The community for mental 
health professionals.

A free, secure space for mental health professionals to  collaborate with and 
meet new colleagues, support each other with referrals and stay connected 

to a trusted network of peers.

Join Today Learn More

Connect Collaborate

Curate Cultivate

Meet other psychologists, social workers, and 
mental health professionals who share your  

specialties, interests, and day-to-day challenges.

Consult on cases, securely discuss specific 
issues, and learn from a protected space. Help 

one another by giving and receiving 
professional support.

With Belongly, you can find and subscribe to 
the latest industry news, research, and curated 
articles you need to stay current and informed.

Grow your practice with referrals from the 
community, and develop your business with tools, 

advice, best practices, and continued training.

See who’s on Belongly Get Connected

Subsscribe To Publications Exchange Referrals

     Belongly is a secure private platform. Currently, we only accept US-based therapists.
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